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There Are Outages



The MTTI is how long it takes for the networking 
organization to prove it is not the network causing the 
degradation. Once that task is accomplished, it is common 
to assume some other component of IT such as the 
servers must be at fault.



Network Error Logging

Source: https://www.usenix.org/system/files/nsdi20-paper-burnett.pdf

https://www.usenix.org/system/files/nsdi20-paper-burnett.pdf


Network Error Logging: Report



Network Error Logging: Support

Source: https://developer.mozilla.org/en-US/docs/Web/HTTP/Network_Error_Logging#browser_compatibility

https://developer.mozilla.org/en-US/docs/Web/HTTP/Network_Error_Logging#browser_compatibility


NEL: Good Example

Outage of peering patner



NEL: Not So Good Example

Change in sysctl



Network Error Logging: 
Summary

What NEL can do:

• Distinguish between different anomaly types;

What NEL can’t do:

• Distinguish between TCP and network anomalies;

• Distinguish between egress and ingress anomalies;

• Detect failing link;
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Need More Probes!



Remote Probes: 
Summary

What remote probes can do:

• Detect network anomalies according to limited coverage;

What remote probes can’t do:

• Detect network anomalies outside coverage;

• Distinguish between egress and ingress anomalies;

• Detect failing link;





Upside-down Probing 
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How It Works
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How It Works



In the philosophy of language, a proper name –
examples include a name of a specific person or place –
is a name which ordinarily is taken to uniquely identify 
its referent in the world.

https://en.wikipedia.org/wiki/Philosophy_of_language
https://en.wikipedia.org/wiki/Name
https://en.wikipedia.org/wiki/Referent




Megaping: 
Summary

What Megaping can do:

• Detect network anomalies, easily scales;

What Megaping can’t do:

• Detect failing link;

• Hardly applicable to IPv6;



Egress Traffic Pipeline
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Shared Use of Experimental TCP Options (RFC6994)

Abstract

This document describes how the experimental TCP option codepoints
can concurrently support multiple TCP extensions, even within the
same connection, using a new IANA TCP experiment identifier.  This
approach is robust to experiments that are not registered and to
those that do not use this sharing mechanism.  It is recommended for
all new TCP options that use these codepoints.



Kernel Hackers! ☺

Encodes number of acked and retransmitted packets plus RTT



Egress Traffic Pipeline
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Each Peering Becomes a VRF
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Monitoring Pipeline: IPv4
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Monitoring Pipeline: IPv6
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Example: Different Paths to China Telecom

Alternative Path

Best Path



Example: One Peer, Two Paths

Alternative PathChange in Policy

Best Paths
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Dr. Egress: 
Summary

What Dr. Egress can do:

• Detect failing links/routes;

• Works both for IPv4 and IPv6;

• Make your RIB great again…

What Dr. Egress can’t do:

• Send you email… Wait for it. ☺

• Ingress monitoring is tricky;



Multilayer Egress Monitoring

NEL 

Browser as a monitoring agent

Megaping

Ingress and egress network monitor

Dr. Egress 

Per-link egress network monitor
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