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Too many places, too many options

•BGP Operations and Security, RFC7454
•MANRS Implementation Guide
• BCP38
• BCP84
• Peer-lock
• FullBogons
• …

https://www.rfc-editor.org/rfc/rfc7454.html
https://github.com/manrs-tools/manrs-docs/blob/main/pdf/MANRS-Network-Implementation-Guide.pdf
https://www.rfc-editor.org/rfc/rfc2827.html
https://www.rfc-editor.org/rfc/rfc2827.html
https://github.com/job/peerlock
https://www.team-cymru.com/bogon-networks


What is the workflow for filtering?



What is the workflow for route filtering?

https://www.de-cix.net/en/locations/frankfurt/route-server-guide



How to implement anti-spoofing?



How to implement anti-spoofing?

https://github.com/manrs-tools/manrs-
docs/blob/main/pdf/MANRS-Network-Implementation-
Guide.pdf

https://www.ripe.net/publications/docs/ripe-431

https://www.manrs.org/participant/93/



More questions

• How to expand the AS-SET from a customer?
• How to migrate to hierarchical AS-SET names?
• Strict and loose filtering and where is the threshold?
• Which IRR to use?



Proposal

• A series of concise BCOPs, each addressing a specific aspect
• Or a more consolidated one, e.g. integrating filtering and anti-spoofing?

• Broad community review and good visibility
• Use cases with concrete recommendations/instructions
• “That is an example of how you can do that”

• Easy to manage and update
• Easy to reference
• MANRS NetOps Actions could provide a structure 


