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RIPE NCC’s Learning & Development (L&D)

Instruct in best practices

Provide practical knowledge

Contribute to a more secure,
stable, resilient and
innovative Internet

Help with career developme

e |[nformation does not depend on
economic or political interests

e Focusing on best current practises
and standards

e Using open source tools and
materials

impact

Making an

Trusted and neutral
source of

information

Relevant and up-to-date content
tailored to learners’ needs

Involvement of subject matter
experts in development

Sound pedagogical methodologies

Engaging, interactive and
accessible learning experiences



L&D Offers Learning Experiences about..

Internet Registry

IPv6

Network Security

Internet Measurements

Internet Governance

Analyst

By means of

Webinars

RIPE NCC Academy
(self-paced e-learning)

RIPE NCC Certified
Professionals (exams) Soon open to non-members for a fee

Levels:

Associate

Face-to-face courses Members®

Open and Free

Open and Free

Members 3 free exams/year

Expert



RIPE NCC Academy

. . RIPE NCC Academy

Learn online with the RIPE NCC!

Launched in 2014

Study at your own pace online with the RIPE NCC Academy e-learning courses.
Create an account and enrol In the course of your choice. All courses are free, and you can follow them at your own pace. You can also study for a RIPE NCC Certified Professionals exam

Over a 100 self-paced modules

20-30 minutes per module .

Browse courses

* |nteractive, mix of text, videos, o @
questions, hands on (lab) activities .

aaaaaaaaaaaaaaaaaaaaaaaaaaaa

https://academy.ripe.net
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RIPE NCC Academy

. & RIPE NCC Academy = pedrovaz ~

Module 3.1 - Basic IPv6 Header

Launched in 2014

Over a 100 self-paced modules

IPv6e Extension Headers

20-30 minutes per module

I nte raCt ive ! m iX Of teXt ! Vi d eOS 3 In IPv6, optional addressing and routing information is encoded in separate

headers that are placed between the IPv6 header and the upper-layer PDU in a

q ue St | ons ; h an d S On ( I a b) aCt |V | t | es packet. These additional headers are called Extension Headers. They can be

chained one after another as and when needed. There are a small number of

extension headers, each identified by a specific "Next Header” field.

IPv6e header

Next Header: TCP TCP Header Data

IPv6 header Routing header
TCP Header Data

Next Header: Routing Next Header: TCP

4 Module 2.3 - IPv6 Address Types and Scopes Activity 3.a - Basic Headers P
(€

https://academy.ripe.net
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RIPE NCC Academy

Launched in 2014
Over a 100 self-paced modules
20-30 minutes per module

Interactive, mix of text, videos,
guestions, hands on (lab) activities

Dashboard

Access to the servers' consoles

Network diagram
How are the machines ¢

Admin console

Legal

& RIPE NCC Academy

Host A

reconnect pop out

root@hostA:~# ali

alias aliveZmap.sh aliveb

root@hostA:~# aliveb eth®

Alive: 2001:db8:f:1::1 [ICMP echo-reply]

Alive: 2001:db8:f:1:216:3eff:feee:c [ICMP echo-replyl]
Alive: 2001:db8:f:1:216:3eff:feee:b [ICMP echo-reply]

Scanned 1 address and found 3 systems alive

root@hostA:~# ping6 2001:db8:f:1:216:3eff:feee:b

PING 2001:db8:f:1:216:3eff:feee:b(2001:db8:f:1:216:3eff:feee:b) 56 data byte
s

64 bytes from 2001:db8:f:1:216:3eff:feee:b: icmp_seqg=1 tt1=64 time=0.092 ms

64 bytes from 2001:db8:7:1:216:3eff:feee:b: icmp_seq=2 tt1=64 time=0.204 ms

ﬁ4 bytes from 2001:db8:7:1:216:3eff:feee:b: icmp_seq=3 ttl=64 time=0.160 ms

Host C

reconnect pop out

Filter:

o Time - Source - Dest - Pro Leng Info -

fe80::216:3e 2001:db8:f ICM 86 Neighbor Solicitation for 2001
2001:db8:f:1 feB80::216: ICM 78 Neighbor Advertisement 2001:db

fe80::216:3e feB80::216: ICM 78 Neighbor Advertisement fe8@::2
fe80::216:3e feB0::216: ICM 86 Neighbor Solicitation for fe89

N

5

6

7 fe80::216:3e fe80::216: ICM 86 Neighbor Solicitation for fe89

8

9

10 15.487 feB80::216:3e fe80::216: IM 78 Neighbor Advertisement fe80::2 v

https://academy.ripe.net

Host B

reconnect pop out

aSPY//YASa
apyyyyCY////////7/YCa

sY//////Y¥Spcs scpCY//Pp

ayp ayyyyyyySCP//Pp syY//C
AYASAYYYYYYYY///Ps cY//S
pCCCCY//p cSSps y//Y
SPPPP///a pP///AC//Y
A//A cyP////C Have fun!
p///Ac sC///a
P////¥Cpc A//A

Welcome to Scapy
Version 2.5.0

https://github.com/secdev/scapy

Craft packets like it is your las

sccccep///pSP///p p//Y
sY/////////y caa S//P
cayCyayP//Ya pY/Ya
sY/PsY////¥Cc aC//Yp
sc sccaCY//PCypaapyCP//YSs

spCPY//////YPSps
ccaacs Z

day on earth.
— Lao-Tze

using IPython 8.12.0
a = IPv6(src="2001:db8:f:1:216:3eff:feee:b",

: dst="2001:db8:f:1:216:3eff:feee:a")
b = ICMPvEND_NS(tgt="2001:db8:f:1:216:3eff:feee:a")
c = ICMPvGNDOptSrcLLAddr(1laddr="00:16:3e:ee:00:0c")

Availaible tools

» Scapy

« THC-IPv6

SI6 1Pv6 Toolkit
Termshark

Hints

« Feel free to resize terminal windows by dragging (does not work in Safari)
« To scroll inside the tmux, use Ctr1-B and PageUp/PageDown (Fn + Up/Down on Mac)
« To open new tmux window, use Ctr1-B c @
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Webinars

.
Extension Headers Properties

Flexible (use is optional)

v Hosts (2)

Only appear once (except Destination options)

Vv Presenters (1)
Fixed (types and order) :

1 -2 hour online live sessions

Processed only at endpoints
(except Hop-by-Hop and Routing)

v Participants (9)

Everyone

Jad El Cham - RIPE NCC (Host): We should be we shall be starting shortly
Christian: a

Andreas Lattka: Yes, all is f

MORE VIDEOS

https://learning.ripe.net
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RIPE NCC Certified
Professionals

RIPE NCC Certified RIPE NCC Certified
Professionals Professionals

RIPE

Database Security Security

Expert

Associate Associate

https://getcertified.ripe.net/




RIPE NCC

ACADEMY

Tell us how we can help you!

Takes about 3 minutes

ripe-ncc.tvpeform.com/academia
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