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User Experience

 \We are focusing on user experience.

* Antonella has finished an initial User
Experience study

 \We are doing usabillity tests of a new
design for the RPKI dashboard

* 14 usabillity tests this week, more
participants wanted!

- Drop by in coffee break room, or
adebellis@ripe.net
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VALIDATION

Verify information provided by others

VALIDATOR

RIPE NCC

RPKI Repository —_—

8 RPKI-RTR

External Validated Cache

rsynclRRDP
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RPKI Certificate Hierarchy

[signs]

Trust Anchor certificate
(0/0, ::/0, AS0-2/32)

All resources certificate
(0/0, ::/0, AS0-2/32)

RPKI objects
(e.g. .cer, .mft, .roa)

RIPE NCC member
certificates (hosted)

-

—»| RIPE NCC RPKI repository
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RIPE NCC RPKI Repository Content

* rsync (rsync://rpki.ripe.net)

— find repository —-type £ | wc -1: 94239
— find repository —-type d | wc -1: 39199
— rsync —-—-i1nfo=progressZ2 —-a [repo]: 148M

e RRDP (https://rrdp.ripe.net)

— ~2229 delta files 1n a month, ~2.0G
— du -h -s snapshot.xml: 201M snapshot.xml

— du -h -s snapshot.xml.gz: 97M snapshot.xml.gz
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rsync://rpki.ripe.net
https://rrdp.ripe.net

RPKI Repositories, 2020

rsync://rpki.ripe.net

\

-

[nfs]

CA software

Publication server
(RFC8181)

https://rrdp.ripe.net
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Relying party software
(e.g. routinator)

User




RPKI Repositories, 2023

CA software

RIPE NCC network

[draft rfc8181]
(mutual TLS)

— rsync://rpki.ripe.net
(NFS)
[
rsync://rpki.ripe.net
[nfs] (rsyncit)
A

|

loadbalancer

rpki.ripe.net q

(873/TCP)

[reads RRDP content]

CA system

RRDP source

r'sync source

(Outside AS3333)
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Publication server
(primary, DC1) ,
— | 1] — loadbalancer
: (443/TCP)
|
Publication server [ :
(alternate, DC2)
N Publication server | flS] == ———————mm

rsync
TCP/873

rrdp.ripe.net g

CNAME
rrdp.cdn-i.net

rrdp.cdn-j.net

HTTPS
TCP/443

Relying party software
(e.g. fort, routinator, rpki-client)

[reads files, protocol preference depending on settings]

L

User




rsync to Multiple Backends
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Questions 9

tdekock@ripe.net



