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Background
• Even the largest networks and IXPs 

occasionally have outages 

• Most recent: AMS-IX 
- Extensive post mortem! 

• Earlier case studies:  
- 2015 AMS-IX 

- 2018 DE-CIX 

- 2021 LINX 

• Does Internet route around damage?
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https://www.ams-ix.net/ams/outage-on-amsterdam-peering-platform
https://labs.ripe.net/author/emileaben/does-the-internet-route-around-damage-a-case-study-using-ripe-atlas/
https://labs.ripe.net/author/emileaben/does-the-internet-route-around-damage-in-2018/
https://labs.ripe.net/author/emileaben/does-the-internet-route-around-damage-edition-2021/
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What Did RIPE Atlas See?
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What Did RIPE Atlas See?
• Method:  

- Find stable traces via IXP 

- Watch these src/dst pairs 
during event 

• Result: 
- Finds 2 distinct drops in 

AMS-IX visibility (light blue) 

- Very few reachability 
problems (red) 

- Slow shift back
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What Alternative Paths Did We See?
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• Even split:  

- Paths without IXP 

- Paths via other IXPs 
- Expected alternatives, due to 

locality/size 

• Start of the 2 events look 
similar 

• Second event had a huge 
uptick of NL-IX 

- Manual pref change?
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Does The Internet Route Around Damage?
• For the recent and also 3 earlier cases of outages at large IXP it 

mostly does 

• Differences in rate of return-to-initial state. Why? 

-
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AMS-IX DE-CIX LINX
• Re-analysis: Malte Tashiro (IIJ)
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Can This Be Done For Other IXPs?
• Likely. But careful with regards to probe/destination diversity
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Take Aways
• IXPs are human-made structures and very occasionally have 

outages 

• In cases of outages at large IXPs we looked at, we see “the 
Internet routes around damage” 

• Atlas deployment: More around IXPs 

• Why does the Internet route around damage? 
- Rich local peering ecosystems around the large IXPs = healthy interconnect 

ecosystem? 

- Same in other locations?
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Questions ?
emile.aben@ripe.net 
https://hachyderm.io/@meileaben

https://hachyderm.io/@meileaben

