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Cookies and Consent banners

2



ePrivacy Directive and GDPR

● Freely-given

● Unambiguous

● Specific

● Informed 

● Purpose Limited

● All but necessary data collection requires 
consent

ePrivacy Directive consent
(2002)

GDPR consent
(2018)
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Problems of cookies

Trackers

90% of websites use 
tracking cookies [1]

Consent

Websites often 
ignore users choices 

[2]

Compliance

80% of websites are 
not compliant under 

the GDPR [2] [3]
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● Server Side

● Self disclosed

● Machine readable

● Single reference point

Proposed solution: privacy.txt

● Cookies and attributes

● Banner information

● Privacy policy location
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Cookie name

Domain name

Duration

First / third 
party

Optional

HTTP only

Secure



Advantages of privacy.txt

● Machine Readable

● Easy to adopt

● No change on user side

● Does not interfere with browser functionality

● Complete in most important parts of GDPR compliance

● Potential for high accountability

● Transparency as priority
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Supporting Tools

● Creation of privacy.txt files

● Verification of privacy.txt files

● Auditing

Data collector 
tool 1

Cookie 
compare tool 2
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Challenges of automatic cookie 
generation

Bot 
Protection

Changing 
cookie 

attributes

User 
interaction

Banner 
detection
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Real world impact
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01. Empower 
users

02. Help 
websites 
comply

03. Facilitate 
auditing

● By providing privacy 
transparency

● By ease of verification of 
privacy features

● With large-scale auditing 
tools



To sum up

01. GDPR 
compliance on 
the web is low 

02. Privacy.txt 
as transparency 
solutions

03. Auditing and 
Generation Tools
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